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start with 
security testing
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• Getting started with security

• Assisting security experts

• Hard targets

• Security of your application

• Becoming a security expert

• Hacking

• Human targets

• Organization-wide security

In scope Out of scope



Defense=
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End goals
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• Money

End goals



• Money

• Data

End goals



• Money

• Data

• Make you suffer

End goals



• Money

• Data

• Make you suffer

• Thrill

End goals
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• How does your system work?

• Collect data

• Run their code on your machine

Intermediate goals
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Where to start? 
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• Attackers can run their code on your machine

• Attackers can get information

• Non-code attack vectors

• You can’t detect attacks

OWASP top 10





OWASP top 10



Attackers can run their code on your machine A03:2021



Inject malicious code into the applications runtime.

SQL — NoSQL — JS (XSS) — XML (XPath) — OS command — ORM — LDAP — EL — …

Injection 💉



Inject malicious code into the 
applications runtime

Inject malicious code into the 
user’s runtime

Server-side 💉 Client-side 💉

Your back-end
Your front-end





https://xkcd.com/327/



Mitigation

• Validate user input

• Sanitize user input

Injection 💉



What is sanitization?

Injection 💉

<h1>amazing</h1> &lt;h1&gt;amazing&lt;/h1&gt;

❌ ✅



Test for

• Sanitize form inputs

• Sanitize API input

• Sanitize front-end URLs

• Sanitize or reject file uploads

Injection 💉



Attackers can run their code on your machine A03:2021

https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet.html


Attackers can run their code on your machine A06:2021
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> npm view
http-server@14.1.1 | MIT | deps: 13 | versions: 49
A simple zero-configuration command-line http server



> npm list --omit dev
http-server@14.1.1
+-- basic-auth@2.0.1
+-- chalk@4.1.2
+-- corser@2.0.1
+-- he@1.2.0
+-- html-encoding-sniffer@3.0.0
+-- http-proxy@1.18.1
+-- mime@1.6.0
+-- minimist@1.2.6
+-- opener@1.5.2
+-- portfinder@1.0.28
+-- secure-compare@3.0.1
+-- union@0.5.0
`-- url-join@4.0.1



> npm list --omit dev --all
http-server@14.1.1
+-- basic-auth@2.0.1
| `-- safe-buffer@5.1.2
+-- chalk@4.1.2
| +-- ansi-styles@4.3.0
| | `-- color-convert@2.0.1
| |   `-- color-name@1.1.4
| `-- supports-color@7.2.0
|   `-- has-flag@4.0.0
+-- corser@2.0.1
+-- he@1.2.0
+-- html-encoding-sniffer@3.0.0
| `-- whatwg-encoding@2.0.0
|   `-- iconv-lite@0.6.3
|     `-- safer-buffer@2.1.2
...



Test for

• Outdated dependencies

• Dependencies with known vulnerabilities

• Outdated infrastructure

• Infrastructure with known vulnerabilities

Vulnerable and Outdated 
Components



Attackers can run their code on your machine A06:2021

https://cheatsheetseries.owasp.org/cheatsheets/Vulnerable_Dependency_Management_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Vulnerable_Dependency_Management_Cheat_Sheet.html
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Attackers can get information A01:2021



Users can act outside of their intended permissions.

Broken Access Control



• A user can see some data intended for their supervisor

• An employee can see their own customer data

• An article is made public too soon

• A page is obscured, but not secured

• …

Broken Access Control



https://www.theverge.com/2021/10/14/22726866/missouri-governor-department-
elementary-secondary-education-ssn-vulnerability-disclosure



GDPRvs



Test for

• Can you access things without login?

• Can you access things with wrong login?

• Can you expose unlisted data by changing URLs?

Broken Access Control



Attackers can get information A01:2021

https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object_Reference_Prevention_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object_Reference_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object_Reference_Prevention_Cheat_Sheet.html


Attackers can get information A07:2021



Issues with confirmation of the user's identity.

Identification and Authentication Failures



• Allow weak passwords

• Weak password recovery

• No/bad password encryption

Identification and Authentication Failures



• Allow weak passwords

• Weak password recovery

• No/bad password encryption

• No multi-factor authentication

• Bad user session handling

Identification and Authentication Failures



• Allow weak passwords

• Weak password recovery

• No/bad password encryption

• No multi-factor authentication

• Bad user session handling

Identification and Authentication Failures

• Hard-coded secrets

• Secrets in Git 
at some point in time



https://xkcd.com/327/



https://xkcd.com/327/



Attackers can get information A07:2021

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Forgot_Password_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Forgot_Password_Cheat_Sheet.html




OWASP top 10



Non-code attack vectors A05:2021



Secure design and tools with insecure configuration.

Security Misconfiguration



username: postgres
password: postgres



192.168.178.10:443

192.168.178.10:80

192.168.178.10:20 FTP

HTTP

HTTPS

192.168.178.10:22 SSH





Mitigation

• Simplify infrastructure

• Infrastructure as code

• Periodically review and update configuration

Security Misconfiguration



Non-code attack vectors A05:2021

https://cheatsheetseries.owasp.org/cheatsheets/Infrastructure_as_Code_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Docker_Security_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Infrastructure_as_Code_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Docker_Security_Cheat_Sheet.html




OWASP top 10



You can’t detect attacks A09:2021



Unable to detect, escalate, and respond to active breaches.

Security Logging and Monitoring Failures





Mitigation

• Log events such as login, important transactions, etc.

• Prevent log tampering

• Send logs to central logging platform

• Give security experts access to your logs

Security Logging and Monitoring Failures



You can’t detect attacks A09:2021

https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Vocabulary_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Vocabulary_Cheat_Sheet.html




You can’t detect attacks

• Security Logging and Monitoring Failures

Attackers can get information

• Broken access control

• Cryptographic Failures

• Identification and Authentication failures

Attackers can run their code on your machine

• Injection

• Software and Data Integrity Failures

• Server-side Request Forgery

• Vulnerable and Outdated Components

Non-code attack vectors

• Insecure design

• Security Misconfiguration



You can’t detect attacks

• Security Logging and Monitoring Failures

Attackers can get information

• Broken access control

• Cryptographic Failures

• Identification and Authentication failures

Attackers can run their code on your machine

• Injection

• Software and Data Integrity Failures

• Server-side Request Forgery

• Vulnerable and Outdated Components

Non-code attack vectors

• Insecure design

• Security Misconfiguration

Test for



• User input sanitization
• GUI

• API

• URL

Test for



• User input sanitization

• Broken access control
• With account

• Without account

Test for



• User input sanitization

• Broken access control

• Outdated dependencies

Test for



• User input sanitization
• GUI

• API

• URL

• Broken access control
• With account

• Without account

• Outdated dependencies

Test for



You can’t detect attacks

• Security Logging and Monitoring Failures

Attackers can get information

• Broken access control

• Cryptographic Failures

• Identification and Authentication failures

Attackers can run their code on your machine

• Injection

• Software and Data Integrity Failures

• Server-side Request Forgery

• Vulnerable and Outdated Components

Non-code attack vectors

• Insecure design

• Security Misconfiguration

Discuss with developers



• Reduce dependencies

• Subscribe to dependency vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

• Enable security monitoring

Discuss with developers





Yes







• Reduce dependencies

• Subscribe to dependency vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

• Enable security monitoring

Test automation security



• Reduce dependencies

• Subscribe to dependency 
vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

• Enable security monitoring

• Reduce dependencies

• Subscribe to dependency 
vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

Production Test automation



• Reduce dependencies

• Subscribe to dependency 
vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

• Enable security monitoring

• Reduce dependencies

• Subscribe to dependency 
vulnerability alerts

• Remove secrets from code

• Secure runtime configuration

Production Test automation

Make security a habit





Security is defense



Hat colors



OWASP top 10







Make security a habit





Q



https://lakitna.nl/talks/2024/expoqa 

References and slides

https://lakitna.nl/talks/2024/expoqa




Attackers can run their code on your machine A08:2021





Movie please!



Sure, have fun





or







Code and infrastructure that does not protect against integrity 
violations.

Examples

• Using dependencies of untrusted sources

• Auto-update from untrusted source

Software and Data Integrity Failures



Mitigation

• Integrity checks

• Download from trusted repositories

• Review downloaded code

Software and Data Integrity Failures



Attackers can run their code on your machine A08:2021

https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/#references 

https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/


Attackers can run their code on your machine A10:2021



Your back-end

Attacker



Your back-end

Attacker
Internal server



Attacker

Private network

Your back-end

Internal server



Attacker

Private network

Your back-end

Internal server



Attacker

Private network

Your back-end

Internal server



Attacker

Private network

Your back-end

Internal server



Attacker

Private network

Your back-end

Internal server



Mitigation

• Sanitize user input

• Deny by default in firewall

Server-side Request Forgery



Attackers can run their code on your machine A10:2021

https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html


n272lGr3VWkJgG6G9lM68eRgsoTPeh9tV8GvAnGGKMS3gKBU98qsLLECFExbZtnvj+QtS+SAZ0cz7SE6zwQOyQzilubcT8
tPGY8H373jYh5rBfiOx16qPVF8YtuPjKkeNMaccxYxrKyEWUcdi/eavJmugNJ0aoY/x0j1Bu9T+noD3t1qLt/Y+k87+KUn6lGXAu
ZuTQA7SJpOjw+rkZ36b57lJ68erhbYpS31Qd/U/eXg6pww5pdFRITJeAgfN1ugcOGRzHEyYCVdtPPyqG7/tPMq1wUub11dMt
uyn2XRB/GENRJJcpR6HWLJGxuc335Rq0wRdsoZxIxvPgkfl7Ekxz1pGokoriB2C8hVDly01THQpHOzr0uWlQoAfQN1WN6Y
wchN6abkA2H82TtN97BnYDMHCWX8dHhzKGVbAjsH+FiVoNmjWbcLfakFtyl3x6QLZCHrkmb97r2w7oIx41au+2f3m/hCkl
SiUjJrgexC+U0IZ0DwsAMosOZBdK29qVzaRy+ZyruAeYP4KUL45KYZu6bMZTO2P1yk8+zCHQY5xifDcc5NKFTPZZpA1znnE
gbXeLd2kWYlC/4oO6HzBRb8X8O4M2eTe70mx4UckUg8VeTidOfq0sfTTHIq14zx0/3giHMLOFHD++ciX+lPSvgKQmVRpF
75ddM5GjuR3E6V5clmeomD8QFeqd0Fr0TmEyztNeBgfVdxcBc9tPG/eaZbGQBCAux+79Ts0bPOJjw8Vfe4U5w+SUGKeg
oytgMMTiKdvXKqI20EhF87i77ZnIE+jIkNxH7S/fjp6p7Pch+dgjkLMs18/yhWWwJkFxxmCjroKFhKsqW5chWhM6DWQuHQe
ZWVI6fSk6ffm8fRqpSmpLh3mk7MvMcjDzsKztRRKeDs5PKhaJ+GogV7uuekUhrT5qtNo/JrXa23XjoHxmD2a2iJBKFqLGM3i
wh4k8WhZAKFxNThiL4sYtokeHEP+I+WZZkqx5tth6Q8Mz4oIu2quWpcMRFN1H5uOgojeHI9B8Xz8lWdCgMStM1UegMxC
75otqmt8NaInVOVqNIvrdQOZG7sZXZY4Tp9cflEbXPDMqHvBIEGFxaoMdEFEmDasiL+prxmdTJqomPJcvvQGUqnMJ1EpViiI
rczufYa2DZheNfrhDroiEnXV9MB8JA3h2MI8iHILZRSeCsmbT9KRKfGK0LRReVDxDCmBnZAEqYP6lJOI1u9mmT+LLvaSQo
waW65ejI5ucX08fa/Zuq+SdkD9oD+8Zjo2K9e/Jro/IDD9wgq/xBz7aQgtHVxq0/1JGZ3KF3prfzIhu8+s2cQq6BouubrBuJyz8I
4AnuJ2Ao7wo1n/dApEkQ7gmYsdvkz6SkHiug3vG9vLDH+6jDJHLQcEtkxGW/M9QOObqsb/ZQhenCvUqeDNB6JUwCiJBV
Bu7JrXjGyJ9+NRirZ+0ZlARkeh+ZHYI/Gh+0o+BUhly7Jdqr3tTiP/+FtGvQ02vjpziD19YloNu7zgT6Lka5d3iZTJW3LNydRd9/Vg
ovbscpiWOinGumpcxSCxn0mlnQjlvNYKQ/tibg36nuZne0WcYceBOeBie+dbBnzeR2wmYX3q44akDrM/5BWpoqkwnVpK
vPjS1xQNekognGK29sGi0dvYWkt5EPOA1w5PVM2ySKgChpedxn3RJuEc4byrFeI/QOcub6Q0uvm2uUqapyWOSu6uPMvU
pDz3dfakKr/csAT1S9iEnPWsMUdTUnyPJPOhvThOc1mETqmwzIN11Y42kwP36Heg2EUREqIOgaIcgyEZ8fWGMMRUL/oHfi
6vt7DTIY58tPCXQfUd2F5d/U3HedowFcNIcoUfLwS/jBcngbHdwschiYsOplJ78PfNzSnOgZFIk+UD1CwAl7mpCRlwiA2oDw
X+QWXC74BnrE4tPhymBsDa+11X5uZLxD66J1WD8PwV8mCTwjJPq9WTGnEsEMbQTI626P05n01rlDqCnJR6jiTApN3UFiijM
xCH1qVa8HY22WxR863/ilBQ8+GjuAYaonFep3VZnfvKS0J6dfLuwSxLsAiV66B5Cwx5kSIzO27/e0+pCJ4EBlk4CuRMRRNm
Zm+MI/9IR/tANE2yLef+yxEa9vOXrkVQ2YuolrvlAnTKCeMwzmF2QfcYt+pYlunQWO+lJJ0flt2yZAw76vHBi+ucqoqOn4CSU
eYtsdxaMafFPHV+qEQA+PqQaXNetDi/NpjgCM08W7IzQV5X7baqN5MGlHULPdAGJ1LzFniFrIPSVWvQoEaeuunkbQQxsUl
5XfgBUY11w+q8T9lGJjEknPKtonQ8OFkfgS+36hLoSmBBDvPyockBAXfO9QgfyuZECfP410M7XS/rZb9fEOW/8Z+AgwE9YX
WUKo3aC5XZgf/Dg==

Attackers can get information A02:2021



Failures related to cryptography (or lack thereof).

Cryptographic Failures





Security by 
obscurity is 
no security



Security by 
obscurity is 
no security

Give me file



Give me file





Security by 
obscurity is 
no security













Mitigation

• Require encryption everywhere. No exceptions

• Keep encryption protocols up-to-date

• Don’t use email (SMTP) or FTP

Cryptographic Failures



Attackers can get information A02:2021

https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html 
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Security_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Security_Cheat_Sheet.html


Non-code attack vectors A04:2021



Implementation→



Weaknesses caused by the software architecture and/or design.

Insecure Design



Secure implementation Insecure implementation

Secure design

Insecure design



Secure implementation Insecure implementation

Secure design 🎉 ❌

Insecure design



Secure implementation Insecure implementation

Secure design 🎉 ❌

Insecure design ❌



Secure implementation Insecure implementation

Secure design 🎉 ❌

Insecure design ❌ 😱



Discuss with developers / architect

• Do you use company standard design patterns?

Insecure Design



Discuss with developers / architect

• Do you use company standard design patterns?

• What is the attack surface?

• What are the threats?

• How can you defend?

Insecure Design



Non-code attack vectors A04:2021

https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html 
https://cheatsheetseries.owasp.org/cheatsheets/Abuse_Case_Cheat_Sheet.html 

https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Abuse_Case_Cheat_Sheet.html



