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Maturity Assessment

The traditional testing method is often riddled with bottlenecks, including a high volume of tests, siloed automation, a shortage of end-to-end visibility of
requirements, etc. Many have emerged as frontrunners in next-gen software testing adoption by leveraging artificial intelligence (Al)-based approach that
harnesses the power of machine learning (ML) to orchestrate quality across the testing process.

decision making. Human cannot intervene.

Collaboration & Smart testing — computer generates options,
INTELLIGENT AUTOMATION TESTING ‘ Human can still interven if necessary

DevOps & Continuous Testing — human can also select another

INTEGRATED AUTOMATED TESTING ‘ decision option for the computer to carry out

Experimentation with Development approaches
ASSISTED TEST AUTOMATION_ Human holds the main role and makes all testing decisions

Achieving testing maturity by automating your testing practices can thoroughly transform your product development and upkeep process.

AUTONOMOUS TESTING ‘ Al Testing — Computer has full control of the testing process for the SUT, including

Agile Methodology — computer carries out testing actions
Based on the decisions made by the human.

Waterfall — human performs all activities and actions
and makes all decisions concerning the System
Under Testing (SUT)

But how do you get there, and what does growth look like?



Automation Trends

For many organizations, it’s difficult to find the correct test automation approach and, furthermore, it is often cumbersome to implement a test
automation infrastructure. The real weakness of automated testing is that, for the most part, the test authoring, maintenance and results analysis are still
manual. This is where Al and ML (pattern-recognition technology, uses algorithms to predict trends).

Test Automation Trends
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When Al and ML started to weave themselves into test automation practices, IT leaders could see the potential of automation in testing infrastructures.

While testing creates an excess of information and logs, Al and ML tools cut through the noise and spot irregularities within apps.



Al vs Automation

@ COMPUTER
@\ VISION

Automation executes predefined tasks, reducing manual intervention and
enhancing efficiency.

Al in computer vision
can extract information
from digital images,
videos and other visual
inputs and take suitable
action or provide recom-
mendations in response
to that information.

Al, incorporating machine learning and advanced algorithms, learns from data,
adapts, and makes decisions without explicit programming. Rule - Based Pattern - Based

‘e\\\gence AUto,h Its purpose is to Its purpose is to <o ARTIFICIAL
Q’/ mimic human mimic human < o INTELLIGENCE
(¢) actions using thinking using ML
flowchart-like statistical &
reasoning modeling

ML
Machine learning algorithms
enable bots to learn from
historical data and improve
their performance over time.

Integrating artificial inte-
lligence, robotics and au-
tonomous systems while
expanding potential jobs
UNDERSTAND and processes to be au-
DATA tomated leads to intelli-
gent automation.

RPA
RPA tools perform highly logical,
rule-based tasks that don’t require
knowledge or human understanding.

NLP
Natural Language Processing
allows bots to understand and
interpret human language.

Intelligent
Automation

Cognitive Computing
Cognitive computing enables
bots to perform complex tasks
such as decision-making and
problem-solving,

Best used for Best used for inputs
inputs and logics and logics that are
that are digital, are changing and/or
standardised and require complex
consistent reasoning

AUGMENTED
@ REALITY

Augmented reality com-
bines the real world with
the virtual world. Very
successful examples of
adopting AR are Snap-
chat and Pokémon Go.



Challenges on the Path to Autonomous

By 2030, Synthetic Data Will Completely Overshadow Real Data in Al Models

-~

Data Used

Complex Test scenarios

FutureAl ————>

for Al

Today'’s Al

« Artificially Generated Data

» Generated From Simple
Rules, Statistical Modelling,
Simulation and Other
Techniques

2020

Gartner

Human-
centered
machine
learning

Not all test scenarios are good candidates.
Achieving autonomous exploratory testing can be important milestone

for the Al field.
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» Obtained From Direct
Measurements
 Constrained by Cost, Logistics,

Test Data Management

Privacy Reasons

. 2030
Time

RESPONSIBLE Al
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Compliance Explainable Al Interpretable
machine
learning
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Secure Al Ethical Al

Ensuring availability of realistic and diverse test data can be difficult
Good prompt engineering is needed
Data privacy and data masking

Al Model Training and Integration

Al models need training and fine-tuning
Continuous effort and investment
Integration with CI/CD pipelines can be complex

Bias and Accuracy

Al algorithms may introduce biases or inaccuracies in test case
Generation, execution and defect detection



Gen Al Trends - from buzz to business value

NLP Tasks

Algorithm
Optimization
Generative Al in
Software Development:
Use Cases

Code Refactoring

I Automated Testing
land Quality Assurance

Regression testing
automation

Al-powered regression testing is an intelligent
way to automatically generate test cases,
identify relevant test scenarios,

and prioritize tests based on their severity.

Adaptive test case
generation & smart test
script maintenance

Al can generate test cases dynamically
based on evolving requirements.

It also helps maintain and update scripts
automatically when a change occurs

in the application under test.

Code Generation
and Augmentation

User Interface
Design

Data Generation

|
Bug Detection !
and Predictions 1
I
|

Defect
Prediction

Al in software testing uses historical testing results

to predict defect metrics for future releases.
It can identify gaps in quality using predictive
analytics and minimize redundancy.

Self-healing automation

can identify script breakages that may arise from

any object or other changes during the development

and testing process and resolve them quickly.
Automatic bug triage is another
benefit of Al-powered software testing.

Gen Al is at the forefront of testing trends in 2024.

This shift towards intelligent testing ensures quicker and more accurate

testing processes, enhancing overall software quality.

Impact Radar for
Generative Al
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Potential Gen Al Impact in Soft. Dev. Lifecycle

Test data generation: Generate synthetic data based on usage patterns and other domain insights by using GenAl. Deep learning models, such as variational autoencoder (VAE) and
Generative Adversarial Network (GAN) models can improve data utility by feeding models with more data.

Test self-healing: Automatically update test scripts by using GenAl to identify changes in the application under test, such as updates to the Ul or API, changes to the workflow or changes
to the configuration.

Requirement-derived testing: Generate test scenarios by using natural language techniques such as NLU and NLP to automatically analyze requirements, user stories

Defect prediction: Identify gaps in quality and defect targets, minimize redundancy and improve the effectiveness and efficiency of testing processes by using GenAl and natural language
techniques such as NLP to detect patterns

Test set optimization: Identify redundancies and similarities in test-case inventories; using GenAl to optimize execution sequencing, using NLP to identifying test coverage gaps

Scenario-Driven API Testing

Unit Test Creation

e enhance Web
element locators

Test scripts

@ | < Requirements-Derived Testing Customer-Journey-Driven Testing
L= Risk L Os " Defect Prediction Test Set Optimization
— Reducti Rty gl =i . . .
Auto i e Automatic Defect Classification Semantic Branching and Merging
tion of Always ready with Improved mar B e g v e . -
geglf;;tlg: e son);e workying confi'::lrer‘mlce in Rc%rgression : Manual Test Conversnon| Sentiment Analy5|s
Software Rel Candidat: esting - - ——— ; )
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Jo) rg-oz-o] Sode Searchiieuss Progressvye Feature Rﬁlease
e =y ¢ Security Vulnerability
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S PR Faster .
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Automation mundane Cycles Prioritization
ke . .
Al in Software
Test . X
Automation Feasibility

— Gartner



Al impacted Automation Test Areas

Test Data Generation Test Case Generation Test Scripts Generation Self-healing scripts Visual Comparison
Generate new test data based on Generate test cases based on Generate test scripts based on test Low maintenance Compare visual checkpoints
previously used ones acceptance criteria cases against baselines

CHALLENGE

e

Applitools l App Percy

stCraft L SN R B i

gretel mMosTLY-Al

Create Business Al Model Manual test cases creation Manual creation Ul Locators maintenance Pixel perfect comparison

Train the model Scope and Test Data used Maintenance Changed layout/position Mark changed areas

Generate & filter the data Maintenance Changed tag names and attributes Ignore screen areas

‘ Support matrix
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Synthetic Data

Model Retraining

+ optimizer -— optimize
your training sets to account for data drift.

Model Monitoring

Synthetics — test model outcomes using
of i

Synthetics — stress test your prediction pipeline
power by amplifying samples a billion fold!

d

Model Deployment

Synthetics — create demo data to test your
model or application capabllities.

*’ Model Training &

ML Life Cycle with

Synthetic Data

Evaluation

body mass index

Y

Data Collection

Synthetics — anonymize data to mitigate the risk of
data breaches and regulatory fines.

Synthetics — augment limited datasets and balance biased data
using conditional data generation.

Y

Exploratory Data Analysis

Evaluate — measure data quality and discover data correlation
Console — safely share and collaborate on secure data.

CSV, Dataframe,
or free-text data

original . -

Profile and

Data Annotation
Synthetics — boost training data examples using models such as
Gretel GPT that are pre-trained on millions of documents to help

generalize, fight data drift, and improve downstream accuracy.

training datasets

— generate

that enable maximum downstream machine learning task accuracy.
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Test Case Generation

& Workspace - Taskade
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Test Scripts Generation
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Defect Prediction and Test Case generation

H Establish
M — | a development
“ policy
Manager

Refine

development policy
to improve
software quality

#f LoG < 1K
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senior developer review a code)
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Al bullds test cases

for prioritized and
common user journeys,
then explores
permutations around

them to hunt bugs.

Al explores paths a
human would never
think of and Intelligently
refines exploration to
maximize coverage.

Al churned code
modules and create
test cases to test
quirks of particular
developers and
historical bug patterns.

<« MReviewer >2

Fix "
Document the . Build/
past mistakes > deézzte“’e > Package

A

LOC > 10K
Reviewer = 0
JuniorDev > 10
TestCov. < 20%

Mistakes

Al predicts how the
characteristics of this
release will Impact

customer satisfaction.

Testing
dataset

For each instance in testing data:

Measure the distance with
centroids of Cluster 1, Cluster
2, and Cluster N.

Assign the instance to the

classifier of the closest cluster.

Record the prediction for this
instance

Dataset

~{ Training
cluster 2

Training
dataset

Clustering
algorithm

- -

AY
! Classifier 1 | Classifier 1 | :
1 1
: Classifier 2 | Classifier 2 | Classifier 2 | :
1 1
1
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Test Data
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Risks

Models “hallucinate”: GenAl needs to be carefully validated and all search data verified

Speed: Growing number of models built with diverse stakeholders and complex pipelines
Exponential increase in data, storage and computing
Shortage of Al / ML talent

Exploitable loopholes: Once Al learns from historic data, understand patterns, it is highly possible that the
model can identify loopholes and exploit those. So, the output generated by them might be in
conformance to the rules but invalid.

Risk of unknown: It’s not clear how the models treat and process inputs to generate the outputs. There are
security risk while handling sensitive data.

Models can’t unlearn: If there is a need to untrain a model this can be highly expensive and less efficient.
The need can appear due to various reasons such as information security. Two option in this case are:

v’ Deletion of the specific data point from the training data and retrain the model (very
expensive)

v' SISA (Sharded, Isolated, Sliced and Aggregated) approach — data is isolated and processed in
small parts and when there is the need to delete the data points it’s more manageable.

9% Search-Based
Fairness Testing

Biased Al System

. Human o @np
bias o :‘:{_»;;“ bias
T

m|t|gat|on negot|at|on

R earn2lmprove 1 RT1. Learn2Discover

3. L
I bias explanations J

RT2. Learn2Explain

Skill Gap Data Quality and Bias
Overcome by hiring machine Addressed by skilled

learning app developers with Al developers, ensuring diverse
expertise to integrate Al into and unbiased data for robust

testing seamlessly.

Trust and
Transparency

Prioritize explainable
AI models, building
trust among testers
and stakeholders.

Al-driven testing.

Job Security

Emphasize Al as a tool
to enhance testers'
capabilities, not replace
them, through
collaboration.

Ethical Considerations

Ensure compliance with data
protection regulations and robust
security measures when building
Al solutions.



Rabbit R1 Case

“LAM stands for “Large Action Model.”

Model that learns how to use any software it runs into, takes actions, and gets better over time. It learns by studying
how people use online interfaces, and then it can operate those interfaces in the same way that a human would.

Importantly, it also understands natural-language inputs. You ask it to do something, and it takes care of it for you.”

Automate Your Test Writing

flexible RPA - code
(Robotic Process
Automation)
to mimic human users.

The cloud-hosted LAM gives
the final response (with LLM + RAG)
and actions (with RPA / code)

in a few seconds.

» complex
actions actions

rj your pocket B
companion

Small LLM

The local models give

Speech-To-Text initial responses
(like “let me see”)
in 0.5 seconds

Text-To-Speech

ai-enhanced computer vision experimental

communication eye teach mode




Blockchain
Technology



Blockchain Impact

In 2024, blockchain technology is transforming the landscape of software testing. By
leveraging the decentralized and immutable nature of blockchain, software

testing processes are becoming more transparent, secure, and efficient than ever
before.

Blockchain enables the creation of tamper-proof records of test results, ensuring the
integrity of data throughout the testing lifecycle. Moreover, smart contracts built on

blockchain facilitate automated test execution and validation, reducing manual
intervention.
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Market in million U.S. dollars

o

Il Financial Services Il Consumer Products Il Tech, Media and Telecom
I Healthcare I Transportation I Public Sector

10% of the global population owns crypto
300,000 daily Bitcoin transactions 4+
1,000,000 daily Ethereum transactions

BLOCKCHAIN Real-Time Tracking

TECHNOLOGY

Transparency

Reliable Transactions .
No Third Party
Involvement
Cost Reduction


https://www.testingbaba.com/software-testing.php
https://www.testingbaba.com/software-testing.php

Why Should Businesses Adopt Blockchain Testing?

Businesses across all industries are increasingly realizing the value of blockchain technology and investing heavily
in blockchain-based applications.

It is thus crucial for QA engineers to learn how to assess blockchain-based applications with expanding Plan And Design
deployment and integration capabilities. This will help — Blockchain Solution

U Ensure a secure infrastructure for your business.

U Eliminate flaws in a decentralized ledger.
Establish Blockchain and

integrate on-board Partner

U Validate all the entities of the blockchain system.
U Develop a blockchain ecosystem that functions as expected.
U Secure the blockchain technology and connected infrastructure.

U Reduce the risks of adding new applications and facilitate smooth revalidation.

Accelerate Adoption —|— Process Driven Development —|—
A4 A4
* “Shift Left” approach with early test automation Risk based testing using design
* Performance, Security testing failure modes, effects & criticality
* Service Virtualization with digital assurance services analysis
* AP, Functional/Non-Functional testing

Identify Blockchain
Opportunities

Blockchain Development
and Testing

Deploy and Operate Blockchain
Solution

Tool agnostic set up




Blockchain Components

Smart Contracts

Business rules coded on blockchain

Stores rules for negotiating the terms of an agreement, automatically verifies fulfillment
Executes the agreed terms

Fraud resistant

Immutability — can never be changed or tampered

Distributed — outcome is validated by everyone in the network, just like any transaction in
a blockchain

v
el vik
v
Identify Agreement Set conditions
Multiple parties identify Smart contracts are
the cooperative opportunity executed automatically
and desired outcomes. when certaln conditions
are met.

\ ;};
AT -

Network updates Execution and processing
All the nodes on the The code Is executed and
network update thelr ledger. outcomes are memorlalized.

The Properties of Distributed Ledger Technology (DLT)

Programmable
A blockchain is
programmable

(i.e. Smart Contracts)

Secure

All records are
individually encrypted

Anonymous

The identity of participants
is either anonymous or
pseudonymous

Unanimous

All network participants
agree to the validity of
each of the records

a°'h
Code business logic

A computer program

|
|
|
|
|
|
Is written :
|
|
|
|
|

Encryption and blockchain
technology

Encryption provides a secure
transfer of messages between parties.

Distributed

All network participants
have a copy of the ledger
for complete transparency

Immutable

changed

Any validated records are
irreversible and cannot be

Time-stamped
A transaction timestamp is
recorded on a block

Euromoney Learning 2020



Web2 to Web3 journey

=
@
o
N
o

R \Wallet

5
Browser o
-

Browser

el -0

Frontend ~ Frontend
HTML/JS/CSS -~ HTML/JS /CSS )
-
. 1 .
Node Provider
Infura / Quicknode / Alchemy / ... )
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Shift to web3 mentality
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WEB2
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Consensus mechanism

This means that every transaction requires all relevant parties to be in agreement, consensus, for the transaction

to be valid.

PROOF OF WORK

Block reward given to

first miner

More computing power =
more mining power

Hight energy cost

Miners pool and mining
bacomes centralized

Must provide proof
to solve block

Miner receivers
block reward

PROOF OF STAKE

Chance of solving block
proportionate to staked wealth

More wealth =
more mining power

Low energy cost

Mining is decentralized

Must stake wealth to solve block

Validator receives block
transaction fees

Throughput

£

Scalability Security

[ ] I I Consensus Protocol

Properties

K

Sellers ;g Platform for auction
bk to set digital PPAs

A tokenization
-O- o
2T 001
@
- ) ® o0 ©
; e® o®
O 101 @ S
) — 11 - 9090 ... &
i 0® 0% O o'

100 5
577 o 1 token =1 kWh

Source: BloombergNEF, WePower.

000
001

001
100

An algorithm assigns W » 4
one validator node as primary s ¢” :‘]

PROOF OF AUTHORITY

A

Users and smart contracts
initiate transactions, which are
submitted to the network
on an ongoing basis

A peer-to-peer network
of approved validators continually
receives transaction requests for
inclusion in the next block

The remaining validator
network confirms the

¥ E § | primarys node’s block
r,‘ | i

The primary validator node
assembles transactions into a
block and confirms its validity

/ F
With consensus achieved,

the Energy Web Chain is
updated with a new block

U Based on identity nodes

U Private blockchain

U No reward

U High Performance

U Eliminates the possibility of an attack



Operational and Social Challenges

o O O0o0ooo

An exploit generated

184 Billion Bitcoin

Understanding the Technology

Lack of blockchain tools

Lack of best practices

Defining the test strategy requires a deep understanding of the
application

Addition of blocks. Validate all the blocks that get added to the chain
post authentication of every transaction

Block and Chain size

- A block contains real-time ledger record with encryption and
timestamp

- The chain sizer can be many blocks as the chain lengthens
Transmission of Crypto-Graphical data

4 SushiSwap

1 user lost 1,800 ETH ~3.3 Million $

Bitcoin Value Overflow

Social layer

Standardization

Lack of unified strategies
for performance evaluation.

Adoption Expertise

Infancy of the field as well as  Lack of experienced researchers
expensive migration costs. and education in the field.

General need to promote the development and adoption as well as to attract

( )

\ regulators and big market players to the development. )

(

\.

Operational layer

Abstraction Access to Benchmarks Relation of Resource Machine
vs. Accuracy Historical Data for Comparison Characteristics  Constraints Learning
Complicated to No access Challenging to Significance of Need for significant  Still little ML

establish trade-offs to logs of compare the results blockchain-specific computational and applications for
related to the restricted DLT obtained with properties storage powers. blockchain
complexity. systems. different simulators. relations. operation.

Need to analyze  Need to develop

the features with mechanisms for the

highest impact on  obfuscated data
the accuracy. processing.

Need to develop
multi-task and
multi-platform
benchmarks.

Need to propose  Need to develop  Need to adopt
clear dependencies more efficient  the ML potential
between blockchaindistributed systems for blockchain

parameters. based on existing automation.
underused nodes.

J

RouteProcess02 contract exploited and then distributed across various

blockchain networks



Blockchain Testing Scope

As a result of its new method to process transactions securely, blockchain technology has the potential to increase the reliability, efficiency, and effectiveness of the processes.

Each Node must install and run a computer

application definitive to the ecosystem they wish to
participate in
Shared Ledger

A data structure(Ledger) is managed inside the node
application. Contents for the ecosystem can be

viewed, once the node application is in running state.
Consensus Algorithm

The consensus algorithm is implemented as part of the node
application, providing the ‘rules of the game’ for how the
ecosystem will arrive at a single view of the ledger.

| Node Application BLOCK 1 BLOCK 2 BLOCK 3

e O

é é@

e . 5 Virtual Machine Hash: 6U9P2 Hash: 8Y5C9 Hash: 9L4271
Abstraction of a machine operated with instructions and Previous hash: Previous hash: Previous hash:
Implemented as part of the node application that every
participant in the ecosystem runs. 00000 6U9P2 8Y5C9

Do —Phe B

Transaction Block represents that Block sent to every AT COMURACIS
*

Requested transaction is created node in Network
0 ‘;‘%)é‘;ﬁ CRYPTOCURRENCY

@ OTHER RECORDS
5
</ < 5
Ba=—

Transaction New Block is added to Network of nodes
is completed existing blockchain validate the Transaction




Blockchain Testing Scope

Blockchain technology has revolutionized various industries with its promise of decentralized, secure, and transparent systems. To ensure the reliability and performance of
blockchain applications, thorough testing is crucial.

Understanding and implementing these testing types is essential for the successful deployment and maintenance of robust blockchain solutions.

Blockchain Performance Testing Tools

/ j’\PACHE a‘"‘ ﬁﬁﬂ
o STANDARD TESTING e NON-FUNCTIONAL e TESTING SPECIFIC TO — GIHO)

FEINECIRCTE TESTING BLOCKCHAIN D
[l et se A e gty eNeouxi‘:d

Smart Contract Complexity

FUNCTONAL TESTING \ T
SECURITY TESTING PEER/NODE TESTING ; NeoLoad
‘ . %F HYPERLEDGER ]
lesting of individual components and lesting for confidentiality, integrity, The strength of the blockchain lies in CALIPER
systems including User Acceptance authentication, access, and having the shared ledger be exactly the ﬁ/—)
Testing \ authorization are critical components same at each and every node ; Hyperledger Caliper
of security testing ; i XY 4
: " -
INTEGRATION TESTING PERFORMANCE TESTING SMART CONTRACT TESTING | Stack Network Latency
! ELK Stack
WOffﬂCOS between componcnt§ and I'he performance and latency vary Software modules on the blockchain
different parts of the system which ‘ with the size of network and size of that automatically execute
can be on different environment transactions transactions based on pre-defined
conditions
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Transaction Size

The Number of Nodes That Participated in the Network



Blockchain Testing Scope

The process of Verification and Testing needs to changed and we can migrate from a simple V-Model to an adapted version considering the most relevant features of a Blockchain
system.

Adopted for Blockchain (Verification and Testing)

Ul & Mobile App interface
Platform performance Access
Testing

Transaction verification and

signing
Requirement Acceptance

Design Test

Load Testing
Wallet signature testing
Scalability & Stability
Transaction processing

Transaction processing/
lifecycle / static
Consensus

Architecture
Design

Shared ledger database iﬁr;t;/ NOtIfICG:IOII‘I;
Smart contract validation ko UL
payments

Modulel
Design

Business rules through SC
Coding : g Validation of tokenization
Node consensus

Secure Hash algorithm o T

Smart contact unit validation Transaction timestamping




Blockchain Testing Scope

BLOCKCHAIN
TRANSACTIONS

TRANSACTION PROCESSING

Validation of transaction lifecycle
through Apps / Vaults / Wallets

TRANSACTION STATE/EVENT

Proof of distribution
-Basic data model for blockchain
-Validation of event notifications

| VAULT/ WALLET

- Validation of Transactions message

verification (signing)

- Common trusted database

- Storage algorithm

- Fxtensive testing of wallets or
hashing algorithms in enterprise
blockchain would be more
required on 100% open source/
permissionless solulions

BLOCKCHAIN
GOVERNANCE

HISTORY & AUDIT

-Validation of secure registry and audit of
Lransaclion

- Immutable record

- Secure ldentification of assels

CONSENSUS MECHANISM

- Consolidated consistent dataset
Various consensus models (PocW, PoS,

Ryzantine FT)

- Iransaction timestamping

SMART CONTRACT

Validation of business rules through Smart
Contracts:

1. Self enforcing contracts

2. Digitized analcg contracts

3. Real-time auditing of transactions

TEST Al-DRIVEN
SCENARIO
EXTRACTION

AUTOMATION
PLATFORM

SPECIFIC IN THE BLOCKCHAIN SOLUTION TESTING TO BE CONSIDERED

BLOCKCHAIN
PLATFORM

INTERACTION WITH APIS

Validation of interface with API's for access
control payments, track and trace and
balances.

KEY & IDENTIFY SERVICES

Consortium or private blockchains
Public blockchains
- Validation of tekenization of assets

BLOCKCHAIN APPLICATIONS
Web Applications
Nalive applications
Wallet/Vault Applications

N
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Architecture and Automation Focus

m D
APl gateway

Test Automation
Ecosystem For

Test
SCRIPTS

Business
logic

Typical reference architecture

Storage

IPFS

Ethereum virtual machine
Ledger
Peers

API
services
layer

Database

Accounts

Integration
APls

access
APIs

Transactions
Smart contracts

Blockchain

Consensus

Smart
CONTRACT

Blockchain

7

Update Accounts
and Blocks

Tool Commands

Ethereum

Automation SERVER

Test Accounts on
Blockchain

Test Commands

Automation Source
CODE

Programming language

SOLIDITY

%

docker

Machine state
(volatile)

< o 18

Gas
available

S

Program

counter (PC) Stack Memoty

World state

Virtual ROM

(immutable) (persistent)
P -
o~

EVM code Account storage

=

Bitcoin testing tools

@bitcoinj

E

thereum Testing Tools

y ..:\..
B
",

v

TRUFFLE

¥
& Hardhat

(Embedded Local Node
available)

Ganache



Test your smart contract with Truffle

Creating a test file

Create Smart contract

const Fundraiser artifacts.require("./Fundraiser.sol");

contract("Fundraiser™, (accounts) {

pragma solidity "0.8.0; it("some test”, async () => {

contract Fundraiser {

DY

adc s public owner;

it("some other test", async ()

] public backers;

1)
H)R

constructor() {

owner = msg. sender;

}

Interact with contract

function sendMoney() public payable {

require(msg.value > 8, "No Ether were sent.");

backers. push(msg. sender); While testing a contract you will need to interact with it. The first thing you would want

! is to access an instance. From the artifact, you can call the .deployed().

function getBalance() public view returns (uint256) {

return address(this).balance; const contract = await Fundraiser.deployed();

}

function endFundraising() public {

To access a public variable from your contract, we will use the call() function.

const owner await contract.owner.call();

Finally, to call a public function just call the function like you would to on any object.

{\ let balance = await contract.getBalance(); ﬁ_’_f‘ﬁi”ZIOn.

require(msg.sender owner, "Only the owner is allowed to end the fundraising.");
payable(owner).transfer(address(this).balance);

await contract.sendMoney({from: '@x0..."', value: 1}); value is in Gwei (1 Gwei = 0,00000001 Ether), to send Ether




Test your smart contract with Truffle

TRUFFLE

it("check the balance increase", async () => {

Writing tests

let account = accounts[0];

it("check the participants array after participation", async () => { const contract = await Fundraiser.dePloyed();
let account = accounts[0]; let balanceBefore = await contract.getBalance();
const contract = await Fundraiser.deployed(); await contract.sendMoney({from: account, value: 1});
await contract.sendMoney({from: account, value: 14}); let balanceAfter = await contract.getBalance();

let backer = await contract.backers.call(9); assert.equal(balanceAfter.toString(), parseIlnt(balanceBefore.toString())+1);

assert.equal(backer, account);

it("check the balance after the fundraising ends™, async () => {

const contract = await Fundraiser.deployed();

const contractOwner = contract.owner.call();

let contractsBalanceBefore = await contract.getBalance();

let ownersBalanceBefore = await web3.eth.getBalance(contractOwner);
await contract.endFundraising({from: contractOwner});

let contractsBalanceAfter = await contract.getBalance();

let ownersBalanceAfter = await web3.eth.getBalance(contractOwner);

assert.equal(contractsBalanceAfter, 0);

assert.equal(ownersBalanceBefore >= ownersBalanceAfter+contractsBalanceBefore,




Blockchain and Al

Benefits of

Interlinking - —
Blockchain and Al
. ...............

1

Transparent data source

{ Autonomous system ] Artificial
. Intelligence
i; Privacy protection

Distributed computing power

{ >S:ecurity

Reading efficiency

Authenticity Blockchain

Augmentation

Automation
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Al + Blockchain,
Combined

Al is a dynamic technology that examines its surroundings
and generates solutions based on its past experiences.
On the other hand, blockchain is a passive technology
that secures blocks cryptographically and is indifferent

to the data written into the network.

Blockchain is a type of data structure that enables the
creation of a secure, decentralized, peer-to-peer system
of ledgers. These ledgers consist of blocks of data that
are immutable, time-stamped, and cryptographically
linked, making them tamper-proof.

Al refers to a machine's ability to imitate human behavior,
particularly in problem-solving, language, and
identification. Machine learning, a subfield of Al, is a data
analysis technique that allows machines to learn from
datq, recognize patterns, and draw conclusions without
explicit programming.




Blockchain and ML

Blockchain Layer
I Public Key l I Public Key I Public Key l
N\,
\%
N
[Signature ‘ Signature ‘ |
oS S
s =
[Private Key| [Private Key| [Private Ke
Transaction pattern Model Prediction
Machine Learning Layer P

E ' \‘\ /
R4 N
Testing Data Deployed Model

Data Balancing

- - - | — | —
Training Data Learning Model Train Model

Blockchain-based transactions are verified using a machine learning model, and the prediction
result shows that the transaction is legitimate or malicious.

The prediction of the machine learning model is based on the training and testing of a
transaction-based dataset.

Al can streamline blockchain operations in various ways.
It can enhance scalability by compressing transaction data, refining consensus mechanism
design, and optimizing network resource allocation.

NLP

Natural
Language
Processing
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—~
-
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Review Smart contracts

.
MITATIONS

Security

U Newer blockchain networks lack historical data.

U Al models trained with on one type of protocol

U Inability to generate new content or adapt to novel
scenarios limits the ability to detect new attacks or
automating smart contract creation

U Scalability

U Privacy

U Interoperability



Structural Convergence of GenAl and Blockchain “

“Generative Al Needs Blockchain to Thrive in 2024” ‘ ‘ ‘ ‘

GenAl has recently emerged as a promising solution to address critical challenges of blockchain technology, including scalability, security, privacy,

and interoperability.

Decentralized Data Sources

Data is king.
Web3’s decentralized architecture offers a new approach to data collection and storage —
more robust Al models

Collaborative Al Model

By introducing clear and attractive tokenized incentives for Al development, blockchain can
help ensure that the value generated by new Al models is equitably distributed among
developers and contributors

Crowdsourced Computing Power

Al models, with their extensive computational requirements, can benefit from blockchain’s
decentralized infrastructure, leveraging crypto mining resources and other independent

GPUs '

Effectively democratize access to computational resources, turbocharging Al model
training and execution, high-fidelity VR experiences, and other computation-heavy forms
of entertainment

Generate Smart Contracts

GenAl techniques, such as GANs and LLMs (Large Language models), can be applied
for smart contract generation by learning and simulating the patterns and logic found
in existing smart contracts.

For example, GenAl can generate code that adheres to the syntax and semantics of
smart contract programming languages such as Solidity (used in Ethereum).

Optimize blockchain network designs

GenAl can be applied to optimize blockchain designs by creating synthetic workloads
and transaction patterns that mimic real-world usage scenarios.

Based on those, blockchain developers and network administrators can simulate
different resource allocation strategies and optimize them for high efficiency and
performance.



Generative Al-enabled Blockchain Networks
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